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Abstract:
Risks are evolving and risk management too. As a part of this evolution, many professional bodies had released their own
methodology, tool, and techniques to deal with uncertainty. From the early 1990s, a growing number of national and
international standards risk management have emerged. These publications concern both private and public organizations.
They aim to present guidelines and best practices to implement and to support a risk management policy. The purpose of
this paper is to provide a review of risk management standards. In order to do that, we compared nine national and
international standards. The results show convergences and divergences.
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1

INTRODUCTION:

Over time, risks are evolving and risk management too. Therefore, many scholars and professional bodies have
been interested in risks and risk management. This evolution has contributed to getting maturity in this field.
Also, it has contributed to the proliferation of risk management standards.
Many of those standards have developed their approach of risk management. They propose their definitions,
principles, process to formalize risk management implementation Hilson (2007). The development of those
standards and guidelines aim to capture and describe ‘best practice’ Hillson (2007). Those standards have as a
purpose the formalization of the risk management process in order to improve their effectiveness, but they
don't guarantee it Ciocoiu, N.C and Dobrea, R.C (2010). If some framework and guidelines concern only
private organizations; others can be implemented both in private and public organizations.
This evolution has impacted, moreover, how risks are perceived. If some authors and standards focus on the
negative side of risk; others adopt another position, including both sides: positive and adverse events.
Therefore, risk can be defined as the combination of the frequency, or probability, of occurrence and the
consequence of a specified hazardous event BS 8444-3 (1996). It is, also, the chance of something happening
that will have an impact on objectives AS/NZS 4360 (2004). It is, as well, the probability that an event in the
future, either good or bad, will occur Hill (2001).
While risk management can be defined differently up to it is a process or a global approach. Subsequently, risk
management can be processes involved in identifying, assessing and judging risks, taking actions to mitigate or
anticipate them, and monitoring and reviewing progress Office of Government Commerce (2002). It is, also, to
the formal process by which individuals, organizations and societies assess and address risks following overall
objectives Fone and Young (2005). Risk management refers, moreover, to all activities related to identify,
analyze, and evaluate potential risks, take the appropriate measures to treat them, and monitor those risks by
tracking and evaluating risk management effectiveness Haddad and Laghzaoui (2019). This evolving nature of
risk and expectations about its management has now put pressure on previous working practices Chapman
(2006). Moreover, it has led to rising awareness about risks and their management. However, also it has led to
recognizing risk management as a management discipline in its own right Hilson (2007).
In this perspective, we have witnessed a proliferation of risk management standards. This situation is a result
of the growing importance of risk management for both private and public organizations. If many private
organizations implement risk management; they aim to deal with uncertainty, achieve their goals, and enhance
their resilience. While, public organizations which are challenged by their quest of efficiency, the diversification
of public procurement tools and the development of multiple partnerships; implementing risk management
within contributing furthermore to resources optimization. This is particularly true for local authorities too.
However, the role and professions of local authorities cannot be compared to those of any private or public
organization. As a territory manager, local authorities in addition to the pursuit of performance, they are in
charge of a complementary and specific social mission which consists of guaranteeing citizens well-being
Haddad and Laghzaoui (2019).
In this regards, implementing risk management within local authorities becomes more challenging given their
specificities, the standards multiplicity, and the absence of specific standard dedicated to local authorities.
Therefore, we ask the following question:
- If we compare the most relevant standards in risk management field, which are their convergences
anddivergences ?
To bring some answers to this question, we used qualitative research. In this order we compared nine national
and international standards in order to analyze their similarities and their differences.
The standards were selected from several other standards. As they offer a general approach to deal with risks.
However, also, they focus on the organizational side of risk management.
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Comparing the nine selected standards, we came out with some common steps. We identified their
convergences and divergences. This comparison led us, also, to propose an appropriate standard to implement
within local authorities.
2

MATERIALS AND METHODS:

As a research method, we decided to focus on qualitative research. Corbin and al, (2015) argue that qualitative
research is a form of research in which the researcher collects and interprets data, making the researcher as
much a part of the research process as the participants and the data they provide.
In our case, we chose qualitative research because it provides better exploring and understanding related to
risk management issue in local Moroccan authorities. Also, qualitative research is a better fit for the question
we asked in this paper.
Data collection was carried out by using secondary data. Secondary data represent data that already exist. It’s
data generated by others. This type of data may offer new outputs for a researcher by analyzing and
interpreting in the aim of the research question.
Thietart and al, (2014) distinguish two categories of secondary data: internal and external secondary data.
Internal secondary data concern information already produced by organizations or private individuals. They
were not collected to meet the researcher's specific needs. However, they are real sources of information for the
person who consults them. These sources correspond to archives, notes, reports, documents, written rules, and
procedures... External secondary data refer to publications emanated from public or private, national and
international organizations. They allow permanent contact with the research question evolution.
In our case, we used external secondary data produced by national and international standards and frameworks
published by some public and private organizations belonging to some countries that have accumulated
maturity and expertise in risk management issue.
During the data collection process, we came out with a great number of standards related to risk management.
Those standards can be classified in two categories. The first one concerns standards which are directly linked
to risk management since they adopt a general approach to deal with all type of risks such as ISO 31000,
COSO, and AS/NZS 4360. The second category deals with also with risk management indirectly. They
propose to handle risks related to different organization’s activities. In this regards, we can refer to ISO 9000
related to quality management, OHSAS 18000 that concerns health and safety, ISO 27000 which deals with
information security management systems, and NIST 800-39 which is an American standards that aims to
manage information security risk.
In this perspective, we focused only on the first category of standards. This one offers a large and a complete
approach of risk management; and also they can fit for both private and public organizations.
Indeed, we did a review of the most important standards so that we came out with a list of nine standards. The
table below introduces these standards. It describes bibliographic information that concerns the full title, the
author, publication year of its first version, number of pages, and their focus. We identify four levels of
standard focus: project, organization, and internal control and global approach. Also, it provides a scope of each
standard.
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Table 1. Standards presentation
Standard

Author

Year

Pages

Focus

Scope
This Standard provides a generic guide for the
establishment and implementation of the risk
management
process
involving
the
identification, analysis, assessment, treatment
and ongoing monitoring of risks.
This Standard provides guidelines for
selecting and implementing risk analysis
techniques, primarily for risk assessment of
technological systems.
This Standard is intended to assist decisionmakers in effectively managing all types of risk
issues, including injury or damage to health,
property, the environment, or something else
of value.
This Standard provides a comprehensive
approach to better integrate risk management
into strategic decision-making.
This Standard provides principles and
elements for the establishment of a risk
management system.
These principles and elements are applicable to
any types of organizations, and to any kinds of
risks.
This Standard is intends to help organization
put in place an effective framework for taking
informed decisions about risks.
The standard represents best practice against
which organizations can measure themselves.

AS/NZS 4360: 1997 Risk
Management

Standards Australia/
Standards New
Zealand Standards
Association

1995

28

Organization

BS 8444-3:1996 : Risk
management - Part 3: Guide
to risk analysis of
technological systems
CAN/CSA-Q850-97: Risk
Management: Guideline for
Decision-Makers

British Standards
Institution

1996

26

Project

Canadian Standards
Association

1997

62

Organization

Treasury Board of Canada:
Integrated Risk
Management Framework
JIS Q 2001:2001 Guidelines
for Development and
Implementation of Risk
Management System

Secretariat of the
Treasury Board of
Canada
Japanese Standards
Association

2001

29

Organization

2001

20

Organization

OGC: Management of Risk:
Guidance for Practitioners,
The Stationery Office Books
FERMA, AIRMIC,
ALARM, IRM: Risk
Management Standard

Office Government
Commerce

2002

142

Project

Institute of Risk
Management (IRM)
and Al

2002

16

Organization

COSO Enterprise Risk
Management - Integrated
Framework

Committee Of
Sponsoring
Organizations Of The
Treadway Commission
International
Organization for
Standardization

2004

113

Internal
control

2009

26

Organization

ISO : 31000 Risk
management - Principles and
guidelines

This
framework
provides
practical
illustrations of techniques used at various
levels of an organization in applying enterprise
risk management principles.
Standard provides principles and generic
guidelines on implementation of risk
management.

Source: Haddad (2018)
Data analysis was performed by the descriptive content analysis method. In this order, we performed data
encoding which is consisting of extracting word or phrase that describes the meaning and the context of a
sentence, phrase or paragraph. In this perspective, we realize a review of each standard contents. This led us to
appreciate certain items importance in each document. Indeed, we identified common phases to each process;
but also we came out with standards convergences and divergences. Table 2 provides a list of items drawn up
after encoding process.
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Table 2. List of Items
Analysis level

Items

Process

- Establishing the context
- Risk assessment,
- Risk treatment,
- Monitoring and review
- Communication and consultation,

Convergences

- Scope
- Structure
- Objectives
- Process approach
- Common steps
- Certification
- Focus
- Authors
- Chronology
- The number of phases
- Process and framework
- Standards background

Divergences

Source: developed by authors
Data analysis was performed manually. Therefore, a progressive analysis was conducted to understand and
interpret our data. This led us to establish coherence and convergence between different data sources.

3

RESULTS:

Risk management process is the successive steps to be implemented to anticipate and manage risks. According
to ISO 31000 (2009), the risk management process should be an integral part of management, be embedded in
culture and practices and tailored to the business processes of the organization. It is the systematic application
of management policies, procedures and practices to communication, consultation, context setting, risk
identification, analysis, assessment, treatment, and monitoring and review activities.
Table 2, presents a review of the risk management process as described by the selected standards. It lists the
different steps that compose each process. Moreover, it provides common steps to all risk management
processes developed by selected standards.
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Table 3. Risk management process as proposed by the nine standards

AS/NZS 4360

Communicate
consult

BS 8444-3 :1996

and

Establish the context Scope definition

Identify risks

Hazard identification
and initial
consequence
evaluation

Analyze risks

Risk estimation

Evaluate risks

Treat risks

CAN/CSA-Q850

Treasury
Board of
Canada

JIS Q 2001:2001

Initiation

Organizational
structure

Preliminary Analysis

Risk
policy

Risk Estimation

Analysis verification

Risk Control and
Financing

management

Risk identification

Risk assessment

Risk analysis

Responding to risk

Identify the risks
Identify probable
risk owners

Monitor and review

Record
the
risk
management process

Analysis update

Documentation

Action

and

COSO

Objective setting

Establishing the context

Risk analysis :
Risk identification
Risk description
Risk estimation

Event identification

Risk identification

Risk evaluation

Risk assessment

Risk analysis

Risk reporting
Threats and
opportunities

Risk
management
targets

Set acceptable
levels of risks

Decision

Selection of
treatments

Identify suitable
responses to risks

Risk treatment

Implement
responses

Residual risk
reporting

Control activities

Gain assurance
about effectiveness

Monitoring

Monitoring

Implementation
of
corrective
and
improvement
measures for the RM
system
Review
by
the
organization’s
top
management

Source: Haddad (2018)
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Embed and review

Common Steps

The organization’s
Strategic
objectives

Evaluate the risks

risk

ISO:31000

Internal environment

Risk evaluation

Evaluation of the RM
performance
and
effectiveness
Monitoring
evaluation

FERMA
AIRMIC,
ALARM, IRM

Define a
framework

Risk identification

Risk Evaluation

OGC

Establishing the
context

Risk assessment

Risk evaluation

Risk response

Risk treatment
Risk treatment

Information &
communication

Monitoring and review

Monitoring and review

Communication
consultation

and

Risk communication
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Comparing the different processes of risk management proposed by each standard reveals the following
observations:
- The risk management process produced by Treasury Board of Canada (2001), AIRMIC(2002), and ISO
31000 (2009) are very similar to the Australian standard AS/NZS 4360(1995) which is the management
process underlying the international standard.
- Many standards combine the steps of risk identification, risk analysis and risk evaluation into a macro step
named risk assessment. This concerns AS/NZS 4360(1995), Treasury Board of Canada (2001), COSO(2002),
and ISO 31000 (2009).
- The number of phases include in each process varies considerably from a standard to another.
- Those standards can be applicable both for private and public organizations as they offer a general
approach to deal with uncertainty. They propose various tools which consist of successive activities to be
carried out by organizations in their journey to face risks.
- The analysis of the processes shows that despite the different terminology used by each standard; they
converge on common phases related to some successive activities. These activities include establishing the
context, risk assessment, risk treatment, monitoring and review and communication and consultation.

4

DISCUSSION

In this section, we interpret standards comparison finding. This concerns standards presentation, standards,
typical phases, and standards convergences and divergences.
4.1 Standards presentation
Presenting the nine standards led us to make the following observations:
- From the second half of the 1990s onwards, we witnessed an increasing awareness related to risk and risk
management. This has led to the emergence of risk management standards in order to guide and structure risk
management activities. The first publications were produced by some national bodies to meet some local needs
related to risk management. Afterwards, since the 2000s, we noticed that many international risk management
standards were released. This was a result of the growing importance and maturity that risk management is
undertaken. These international standards aim to provide frameworks and guidelines to support organizations
in addressing risks issues. They offer a comprehensive approach to be applied within any organization.
- Standards can be divided into two categories: national and international. The national standards concern
BS 8444-3, CAN/CSA-Q850, AS/NZS 4360, Treasury Board of Canada, JIS Q 2001, and OGC; and the
international include AIRMIC and Al, COSO and ISO.
- The national standards concern some countries that have reached a certain maturity regarding risk
management such as Canada, Australia, and United Kingdom.
- The international standards were released by international professional bodies which are ISO, COSO, and
AIRMIC and Al.
- Two types of organizations have published the standards. The first one is related to national and
international standardization bodies. It includes in one hand BS 8444-3, CAN/CSA-Q850, AS/NZS 4360, and
JIS Q; and on the other hand ISO 31 000. The second category consists of 4 standards developed by local and
international professional bodies such as AIRMIC and Al, COSO, Treasury Board of Canada, and OGC.
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- The standards cover multiple areas linked to internal control, project management and management in
general.
4.2 Common phases
Comparing the nine processes proposed by the selected standards, we came out with some common phases.
The figure below shows those phases.
Figure 1. Common phase to the nine standards

Establishing the context

Risk assessment

Risk treatment

Monitoring and review

Risk communication

Source: developed by authors
The common process proposed links successive and connected phases which refer to the most
important activities to be carried out in order to handle uncertainty and enhance organization’s
resilience.This common process consists of five main phases which are: establishing the context, risk
assessment, risk treatment, Monitoring and review, and finally risk communication. As proposed,
this common process is iterative; each phase follows another until a risk occurs. So that the process
must be repeated to take into account the new circumstances.
4.3 Convergences and divergences
Analyzing in-depth the standards, we came out with convergences but also divergences. The convergences are
related to standards scope, structure, objectives, process approach, common steps, certification, and risk
management definition. Although, standards divergences concern their focus, authors, chronology, the number
of phases, process and framework, standards background, and risk definition. Table 4 presents these findings.

78

ISSN 2665-8623
Vol. 2 - N°1 - 2020

Table 4. Standards convergences and divergences
Convergences

Divergences

Scope: the standards can be applied both in public and
private organizations. Because of their general
character, they aim to deal with all categories of risks.
So, they offer complete and useful tools and guidelines
to implement risk management.

Focus: the standards provide specific information to
help organizations in their journey to build and define
their risk management policy related to those four
levels: project, organization, internal control, and a
global approach.

Structure: each standard provide its distinctive
terminology, methodology, tools and techniques to help
organizations to deal with risks. However, the structure
seems to be the same in each case.

Authors: many standards provided from national or
international standardization bodies; while professional
organizations produced others.

Objectives: the selected standards provide guidelines,
techniques, methodology, and a common language to
facilitate communication about risks and risk
management. They also seek to raise awareness and
education regarding risk management.
Process approach: to help organization to face their
risks, all standards propose risk management process as
an interrelated and interacting activities to implement
as a response to risks.
Common steps: despite their different terminology and
number of phases included by each risk management
process, comparing the nine standards led us to come
out with common steps. Those common phases are:
establishing the context, risk assessment, risk
treatment, monitoring and review, and risk
communication.
Certification: if standardization organizations released
many standards, none of those standards are utilized for
certification purposes. They aim to offer more guidance
and support than the process certification.
Risk management definition: the defenitions proposed
vary significantly across standards. However, they
converge all that risk management is all about
successive activities that should be implemented within
any organization in order to face uncertainty, reach
goals, and build resilience.

Source: developed by authors
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Chronology:
By
listing
those
standards
chronologically, we can notice that national standards
were released primarily. This has as a purpose to meet
specific needs by some countries which have
accumulated significant maturity in risk management.
Afterwards, international standards have been produced
by 2002. This has led to the emergence of a worldwide
consensus regarding risk management.
The number of phases: each standard propose many
steps to be implemented by organizations in order to
handle risks. The number of the steps varies
significantly across standards.
Process and framework: ISO 31000 brings out a clear
distinction between risk management process and risk
management framework which aims assist the
organization to integrate risk management within its
overall management system. Although other standards
focus only on risk management process which rely on
some successive steps to be implemented in order
handle risks.
Standards background: many standards havebeen
based on the Australian standard AS/NZS 4360 since it
has been the world’s most formal standards and has
been adopted by many countries all around the world.
This concerns standards such as ISO 31000 which has
mainlyrelied on the Australian standard.
Risk definition: some standards focus only on
downside of risks. They consider risk as a threat which
is the negative impact of risk. This includes for instance
the Canadian standard CAN/CSA-Q850 (1997). While,
others perceive risk as a whole concept including both a
downside and an upside. They take into accountnot just
threat but also opportunities related to the positive
impact of risk. This concerns standards such as ISO
31000(2009), FERMA AIRMIC, ALARM, IRM (2002).
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The standards comparison highlights many convergences. These are related to standards scope so they can be
applicable within both public and private organizations. They provide also the same structure even if they
utilize a different terminology and methodology. They set as goal to unify language and increase effective
communication about risks and risk management. They all adopt process approach as they consider risk
management process as a system requiring inputs and providing outputs. They converge as well on some
common phases related to the activities to be implemented within organization to handle risks. These
standards were not released for a certification purpose. Finally, they consider risk management as all activities
involved in dealing with uncertainty.
Also, various divergences were identified. First of all, the standards focus on different areas such as project,
organization, internal control and global approach. They were produced by diverse organizations consisting of
national and international professional bodies and national and international certification bodies. They were
released between 1990’s and 2000’s to respond at local needs, at first, regarding risk management; then
international standards were produced as a manifestation of the increasing maturity gained by the field. The
number of phases included in each process varies significantly across standards. Many of these standards do
not differentiate a process and framework. Also, various standards were based on the Australian standard
AS/NZS 4360. Ultimately, the standards do not converge on risk definition; if some focus only on threats
others include both threats and opportunities in their risk definition.

5

CONCLUSION :

As a result of risks and risk management evolution, many professional bodies have produced their
methodology, tools and guidelines to help organizations to face uncertainty. In this paper, we compared nine
national and international standards. Subsequently, we came out with some convergences and divergences. But
also, we identify common steps to the nine standards. We suggest implementing a risk management process
based on those common steps and transpose it to local Moroccan authorities . In this order, we ask the
following questions: what are the main lessons we can learn if we transpose this common process to local
Moroccan authorities? Are they aware and conscientious of facing risks? How did they perceive risks? Do they
want to implement risk management?.... responding to these questions will be the main objective for our future
papers.
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